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Executive Summary
The Protocol to Eliminate Illicit Trade in Tobacco Products (ITP) requires a global
tobacco tracking and tracing system.1 Packs of cigarettes and rolling tobacco
need to be marked with a secure, unique ID so they can be tracked from their
point of manufacture to the point where all taxes have been paid. If they then
end up on the illicit market, they can be traced back to identify where the
problem arose and where they were originally manufactured.
This system was developed in light of overwhelming evidence of tobacco industry
involvement in smuggling their own cigarettes2 and was deliberately intended
to stop this involvement. For this reason, the protocol specifically says that
responsibility for track and trace cannot be delegated to the tobacco industry.1
The latest evidence suggests that the tobacco industry, including the world’s
major tobacco companies, remains involved in smuggling.3 They therefore have a
clear vested interest in trying to control track and trace systems. Doing so would
enable them to continue this involvement with impunity, thereby evading tax
payments and potential litigation.
In line with this, research on leaked industry documents and other materials
reveals that the major tobacco companies are seeking to achieve this control
through an elaborate and underhand effort, implemented over years. They
have come to control most of the data on tobacco smuggling and used this
to exaggerate the problem of counterfeiting and the involvement of small
local competitors while obscuring their own involvement,4 thereby convincing
governments they are the victims not the perpetrators of smuggling. To further
their influence, they have made payments to the regulatory authorities and
agencies meant to hold them to account.3,5-7 They have increasingly used third
parties, often ex-policemen,8 to present their data and increase the credibility
of their case. They have now developed their own digital tax verification system
which they are promoting as a track and trace system, and using third parties to
claim it is independent of industry.3,5,6 If governments allow such a system to be
implemented they will lose their ability to control tobacco smuggling.
This briefing summarizes this research. It aims to alert regulatory agencies and
government departments to this scandal which must be exposed and stopped
in order to ensure that a functional, independent track and trace system can be
implemented. Only this, and not a system the tobacco industry controls, will help
reduce tobacco smuggling and increase government revenues.
Part 1
of the briefing outlines
the evidence of the
industry’s involvement
in tobacco smuggling,
both past and present,
and its motivations for
controlling tobacco
tracking and tracing.
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Part 2
describes the tactics
it has been using to
achieve this goal and
explains how the
industry has sought to
hoodwink governments,
regulatory agencies, the
media and the public.

Part 3
explains what we can
expect next, what works
and what governments
should do.
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Part 1
Tobacco company involvement in illicit and why they want
to control track and trace systems

Tobacco companies...
...have an extensive history of
complicity in tobacco smuggling

In the late 1990s, overwhelming evidence from the major tobacco companies’
own documents showed they had been orchestrating the smuggling of their own
cigarettes in vast quantities across the world. A third9 of global cigarette exports
were ending up on the illicit market. The industry’s own documents showed
that smuggling was a core part of their business strategy.10 The major tobacco
companies were supplying some markets11 almost entirely with smuggled
cigarettes and were later implicated in organized crime.12 From 1998 to 2008,
in addition to the research and press exposés of their misconduct, the industry
faced a series of inquiries, legal agreements13 and court cases.12,14 Some found
them guilty of involvement15 and others aimed to hold them to account. All
four major tobacco companies—British American Tobacco (BAT), Philip Morris
International (PMI), Japan Tobacco International (JTI) and Imperial—and various
of their subsidiaries have been shown to be complicit.16-18
A key part of the international response to the tobacco industry’s misconduct was
the development of Article 15 of the Framework Convention on Tobacco Control
(FCTC) and eventually the Protocol to Eliminate Illicit Trade in Tobacco Products
(ITP).1 Although the ITP aims to eliminate all forms of illicit tobacco through a
whole package of measures, it focuses particularly on securing the supply chain of
legally manufactured tobacco products using an effective track and trace system.

...can benefit from
tobacco smuggling

Why would tobacco companies be complicit in tobacco smuggling? It may seem
counterintuitive, but tobacco smuggling benefits tobacco companies in several
ways.3 19-21 The most obvious reason is that tobacco is a highly taxed product and
so, if smuggled, tobacco companies avoid paying the taxes due on it—whether
excise taxes or import duties. In addition, because smuggled tobacco is much
cheaper to buy than legal tobacco (as it is not taxed), tobacco companies sell
more. In particular, they sell more to the most price-sensitive smokers, which
includes children. The industry’s documents show that it knows cheap tobacco is
essential to ensuring that children can afford to smoke.22
This means more profit, because the tobacco companies make their money
when they sell to the distributor and their profit per pack is the same whether
their cigarettes then end up in the smuggled market or not. Illicit tobacco also
undermines the effectiveness of tobacco control measures that would otherwise
reduce the industry’s sales. Most obviously, it undermines the effectiveness of
tobacco taxation, the most effective means of reducing tobacco use.23
But smuggling also undermines other tobacco control measures. For example,
smuggled product often does not feature the right health warnings and images.24,25

…are still involved in tobacco
smuggling (tobacco company
cigarettes comprise around twothirds of the illicit market)

These motivations have not changed and there is growing evidence that, despite
its very public claims to have changed (see part 2), the tobacco industry, including
the major companies, remains involved in and benefits from the illicit tobacco
trade. Independent analyses of diverse data at global, regional and national levels
consistently shows that the majority—approximately two-thirds—of the illicit
cigarette market is made up of tobacco industry cigarettes3 (see further below26).
The most favorable explanation to the tobacco industry is that it is failing
to control its supply chain, with products then leaking into the illicit market.
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A key part of the international response to the tobacco
industry’s misconduct was the development of Article 15
of the Framework Convention on Tobacco Control (FCTC)
and eventually the Protocol to Eliminate Illicit Trade in
Tobacco Products (ITP)

This can take many forms, including oversupply, underproduction and “round
tripping.” For example, evidence shows that major tobacco companies have been
overproducing cigarettes in some markets (e.g. Ukraine27) in the knowledge that
they will spill into illicit channels. They have also continued to oversupply lowertax jurisdictions with the product then being smuggled back into the target
country, thereby avoiding domestic excise taxes (“round tripping”). BAT was
recently fined for this.28 In addition, smaller tobacco companies in some African
countries and in Paraguay are now similarly involved in such practices in part
because they have learned from the major tobacco companies.3,29,30
The tobacco companies aim to avoid culpability by outsourcing distribution to
third parties. However, leaked BAT documents also show that, in contravention
of legal agreements reached with the European Union, it continued to use a
distributor known to have been previously involved in smuggling and that, as in
the past, some of those cigarettes ended up in the illicit market, and BAT staff
sought to cover this up.3 The tobacco industry could of course far more closely
control its distributors and supply chain, as other fast-moving consumer goods
companies do, but as tobacco is a highly taxed product it appears the industry
does not wish to do so.
Other evidence—from government reports,31 whistleblowers,32 investigative
journalists27 and leaked industry documents3—is more damning and suggests
that the major tobacco companies are more actively involved in facilitating
the smuggling of their product. For example, ex-JTI employees have described
“rampant smuggling”32 by the company throughout the Middle East, Russia,
Moldova and the Balkans. Leaked documents show that BAT suspected JTI was
facilitating smuggling in Africa.3

…and therefore have a
vested interest
in controlling tobacco
tracking and tracing.

The problem outlined above—ongoing tobacco industry involvement in tobacco
smuggling—would be addressed by an effective track and trace system run
independently of the tobacco industry. Indeed, that is the very purpose of such a
track and trace system: to bring tobacco company supply chains under control.
Given the large volume of tobacco industry product currently in the illicit market,
if such a system were implemented, tobacco companies would face increased
tax payments, fines and even the threat of further litigation related to tobacco
smuggling. Further, once all tobacco company cigarettes now sold in the illegal
market are fully taxed, global tobacco consumption would inevitably fall, further
decreasing the industry’s profits.
The industry therefore has clear motivations to control and undermine tracking
and tracing. In line with this, leaked industry documents show they fear both the
cost and a lack of control over track and trace systems, particularly enhanced tax
stamp systems, run by others.33 Ceding control to the tobacco industry would
fundamentally undermine the illicit trade protocol and global efforts to reduce
tobacco smuggling.
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Part 2
How the major tobacco companies have sought to create
confusion and control track and trace systems
Many within governments and regulatory agencies working to reduce tobacco
smuggling will be shocked by what they have read above—that the major
tobacco companies remain involved in smuggling and are seeking to undermine
the illicit trade protocol. That is because tobacco companies have made a
concerted effort to create confusion. From the point at which their involvement
in smuggling was exposed in the late 1990s, they have worked to convert a
public relations disaster into a potential success story. Despite being the pariah
supplier of illicit product, they claimed they had changed—that they are no
longer perpetrators but now victims of new forms of smuggling, particularly
counterfeiting. They now argue that governments should no longer hold them to
account for smuggling and instead should work in partnership with them, which
many now mistakenly do.34
Leaked industry documents help spell out this plan and research shows how
the major tobacco companies have used their vast resources35 to control every
aspect of this debate and thereby create this confusion.2,19,21

To achieve this, the major
tobacco companies have …
… used misleading data and
press coverage to present
themselves as the victims of
tobacco smuggling while they
repeatedly fail to control their
own supply chain

The major tobacco companies continuingly stress the problems of
counterfeits36and “illicit whites”37 because these are forms of illicit for which
they are not held responsible and from which their business suffers. Counterfeits
are products which bear major trademarks without industry consent. Illicit
whites, more accurately known as “cheap whites”38 because they are not always
sold illegally, are cigarettes which are legally produced, generally by small
manufacturers, and sold cheaply—often but not always illegally.
Cheap whites are a particular threat to the major tobacco manufacturers
because, whether sold legally or illegally, they are generally cheaper and
therefore likely to undercut their sales.38
It is true that the nature of illicit trade has changed since the tobacco companies
were caught in the late 1990s. In the past, the illicit tobacco market was entirely
made up of major tobacco industry product. Now it also includes these other
products. However, it is also clear that the tobacco industry exaggerates
these problems to paint itself as the victim of smuggling. The reality is that
counterfeits and cheap whites comprise a small proportion of the illicit
cigarette market compared to tobacco industry product. As outlined above,
tobacco industry illicit comprises 60% to 70%) of the illicit market. By contrast,
counterfeit products are estimated to make up only 5% to 8%, and cheap whites
somewhere between one-fifth and one-third, depending on the dataset.3
The situation with cheap whites is even more complex, with evidence that the
major tobacco companies may be involved and therefore responsible for an
even larger proportion of the illicit cigarette market than even the data above
suggest. For example, in the European Union, reports commissioned by the
tobacco industry repeatedly labeled the brand “Classic” (repeatedly one of the
most seized brands in the illicit market) as an illicit white brand. In fact, Classic
was an Imperial Tobacco brand being manufactured in Ukraine.3,39 In line with
this, research also suggests that the major tobacco companies own some cheap
white trademarks. For example, the trademark Premier is owned in Peru by a BAT
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subsidiary, in Russia by a JTI subsidiary and in Uruguay by a PMI subsidiary38. Even
where the major tobacco companies are not involved, evidence indicates that
manufacturers of cheap white cigarettes effectively learned their trade from the
major tobacco companies.29
The major tobacco companies have supported their misleading claims about the
prominence of counterfeit and illicit whites by funding and promoting falsified
data and reports on illicit tobacco trade. From small-scale surveys40 to reports
from the world’s major accountancy firms,41-43 the tobacco industry now controls
most of the data on tobacco smuggling and it uses those data to generate
misleading, scaremongering, media coverage.44 A recent systematic review shows
that the data the industry funds routinely exaggerate the level of illicit.4
It is also clear that the tobacco companies, recognizing their lack of credibility
in this area, pay others—often ex-policemen—to spread their message in the
media.8,40 Leaked industry documents refer to these individuals and organizations
both as “media messengers”8 and the “the credible voice for contraband
tobacco,”45 and indicate that BAT uses these third parties to ensure it has “a voice
in international policy forums.”46
These efforts mean the major tobacco companies already dominate the debate
on illicit. PMI’s launch of PMI Impact in 2016—a $100 million funding initiative
for projects related to illicit trade47—is making this problem worse still, not least
because the first 32 recipients of funding (totaling approximately US$28 million)
include organizations such as KPMG, Oxford Economics and Transcrime, whose
previous reports for the tobacco industry have been widely criticized.4,48-51

…presented themselves as the
solution to the problem, despite
the growing evidence that the
opposite is true

Tobacco companies combine the data and narratives created above with
other public relations efforts to create further public confusion and ingratiate
themselves with governments as partners in reducing illicit trade. These efforts
include, at the national level:
•
•
•
•

Training border patrol and customs officials52
Funding sniffer dogs53
Sharing tracking devices (placed illegally on the vehicles of BAT’s competitors)
with the authorities to enable illicit tobacco raids on those competitors54
Promoting ineffective memoranda of understanding with law enforcement
and customs agencies.34

Leaked industry documents and other evidence shows that, in Africa for instance,
BAT has been paying staff in small competitor tobacco companies to obtain data
on those companies showing they are also involved in illicit. BAT in turn shares
those data with the tax authorities to point the finger at others while failing
to disclose its own involvement. This and linked payments to staff in those tax
authorities also help ingratiate the company and paint it as the victim as well
as the solution.3 In South Africa, such efforts have led to “regulatory capture”
by BAT of the Illicit Tobacco Task Team, the intergovernmental agency fighting
tobacco smuggling.54
At the international level, the major tobacco companies have been providing
funding for high profile conferences on illicit and the international police and
anti-corruption organizations that are meant to hold them to account. In 2012,
for example, PMI donated 15 million euros to Interpol, the world’s largest
police organization.55 PMI is also using PMI Impact (its $100 million funding
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The major tobacco companies have supported their
misleading claims about the prominence of counterfeit
and illicit whites by funding and promoting falsified data
and reports on illicit tobacco trade
initiative)47 to enable its executives to link to and establish credibility with,
among others, the World Customs Organization, the Organisation for Economic
Co-Operation and Development (OECD), Europol and numerous United Nations
agencies including the United Nations Office on Drugs and Crime. For example,
representatives from each of these organizations and several others presented
at a PMI Impact event on illicit trade in 2017.56 Collectively this has created public
messaging and a powerful network of organizations supportive of the industry’s
misleading position on illicit.

…confused the public about the
drivers of tobacco smuggling

…have attempted to gain
control of tobacco tracking
and tracing across the world
thereby undermining the Illicit
Trade Protocol

Despite benefiting from tobacco smuggling, and continuing to be the main
source of smuggled cigarettes, major tobacco companies argue that tobacco
control policies are the root cause59 of illicit trade. Historically tobacco
companies, while orchestrating the smuggling of their product, argued that
tobacco taxes60 led to smuggling. Now, in order to discourage countries
from implementing effective policies to reduce tobacco use, they argue that
almost every61 tobacco control policy will drive increases in illicit trade. In
reality, smuggling is a multifaceted problem. Issues such as corruption, the
presence of criminal networks, industry complicity and weak government
enforcement capacity are all important factors.62 It is also clear that rates of
tobacco smuggling, and smoking, have fallen in countries that have continued
to implement high tobacco taxes in combination with effective tobacco control
policies while also holding the industry to account.21
Research has pieced together diverse sets of leaked industry documents to
show that the major tobacco companies, despite years of animosity, have been
working collaboratively to gain control of the global track and trace system
envisaged in the ITP, thereby undermining its very purpose and the requirement
for independence.3,6,33,63
These documents suggest that their strategy involves four key elements: creating
and promoting their own track and trace system, first known as Codentify; actively
opposing alternative tax stamp-based systems to convince governments they are
inferior to Codentify; disguising their links to Codentify by using a growing number
of third parties to promote it and by renaming it Inexto Suite; and, in their own
words, “proactively shap[ing] T&T regulation” to enable the above.3,6,33,64
Codentify was initially developed by PMI as a non-secure authentication system
to determine if a product is authentic or counterfeit, and later adapted for use
as a digital tax verification system. Experts, including tobacco industry insiders,
have criticized it as an inefficient65 and ineffective64 track and trace mechanism.
Despite this, several sources66 claim that the Codentify technology has been
used in 50 to 100 countries worldwide. Given the levels of tobacco industry illicit
detailed above, this alone should signal that Codentify is ineffective.
In 2008, negotiations for the ITP began. In 2010, PMI licensed Codentify for free
to its main competitors who, in exchange, agreed to work collectively to promote
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The Transnational Alliance to
Combat Illicit Trade (TRACIT)
One of the organizations that presented
at the PMI Impact event56 is the
Transnational Alliance to Combat Illicit
Trade. TRACIT was launched in 2017,
aiming to build cooperation between
business and government regarding
regulatory responses to illicit trade.57 PMI
is a member, and it has received research
sponsorship from BAT, JTI and PMI,
including funding from PMI Impact.57
TRACIT has represented industry interests
at the government level in countries
within a number of regions including
Asia, Latin America, Europe, the Middle
East and Africa57 and, in 2019, co-hosted
a meeting on illicit trade in partnership
with the United Nations Conference on
Trade and development.58 TRACIT is thus
an example of both the tobacco industry’s
sponsoring of third parties which produce
research on illicit trade, as well as of the
industry’s use of third parties to become
ingratiated with governments as partners
in reducing illicit trade.

Codentify to governments.6 In 2011, they formed the Digital Coding and Tracking
Association67 to undertake this role. This was the first of many third parties the
industry has used to gain control of tracking and tracing.3
In 2016, after the Digital Coding and Tracking Association was exposed as a
tobacco industry front group,6 PMI sold Codentify (for, reportedly, only 1 Swiss
franc3) to a then newly established technology company named Inexto, and
claimed68 that “Inexto is fully independent from the tobacco industry.” Yet
several of Inexto’s top officials are former PMI employees and co-creators of
Codentify,3 and the latest leaked documents69,70 show that Inexto remained
financially and operationally linked to the tobacco industry for at least 17
months after Codentify was sold to it, with no evidence that independence has
since been established or was ever the intention.33 Instead, the major tobacco
companies met regularly with Inexto and used it as part of their concerted
efforts to influence the EU track and trace system.33 There is evidence that Inexto
has also been promoting tobacco industry interests to governments elsewhere.
For example, the latest leaked documents describe Inexto’s plans to present an
“industry proposal” at a 2017 regional meeting of the Economic Community of
West African States’ (ECOWAS).70
Tobacco companies are also using other third parties in their attempts to
win and influence tracking and tracing tenders. In 2012, for example, British
American Tobacco (BAT) used a Danish company, Fracturecode (which a former
BAT employee claimed was “in the pay of” BAT), in a failed attempt71 to promote
Codentify in Kenya. In 2017, Atos (which was involved in developing Codentify3)
placed a bid21 for a tracking and tracing tender in Chile, offering to implement
Inexto’s solution.21,72 Most recently, in May 2019, Atos and Inexto were both
present at a briefing session for prospective bidders regarding a tracking and
tracing system in South Africa.73
In light of the growing evidence of the tobacco industry’s ongoing involvement
in illicit and reluctance to control its supply chain, the evidence that it is also
seeking to control track and trace systems is very worrying. This would leave
the major tobacco companies able to continue such practices without external
scrutiny, thereby avoiding tax payments and in doing so, fundamentally
undermining the ITP.
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Part 3

have played in the development of Codentify and
its derivatives; and (iii) membership of any trade
organizations.

What next, what works and what can
governments do?

c.

ensure that no organizations with links to the tobacco
industry or involved in the development of Codentify
or Inexto Suite are involved in supplying, installing,
delivering or auditing any element of the track and
trace system, ensuring instead that these elements are
provided by organizations independent from the tobacco
industry.

d.

in line with the above, ensure the tobacco industry
cannot select organizations that will provide elements
of a track and trace system including providers of data
storage systems and anti-tampering devices, unique ID
generators, and auditors.

e.

investigate any organization promoting a digital track
and trace (also known as a digital tax verification system)
for links to the tobacco industry. The simplest first step
is to check for the name of the organization on the
University of Bath’s www.TobacccoTactics.org website.
If concerns remain, the government should investigate
further and, if necessary, contact the University of
Bath team via email or secure communication on the
exposetobacco.org website.

f.

ensure contracts for track and trace systems can be
canceled upon evidence of tobacco industry involvement
in any the aspects outlined above.

What next?
Governments must continue to be on alert. The major tobacco
companies can be expected to:
•

Change the name of their track and trace product—already
changed from Codentify to Inexto Suite. Further amendments
are possible.

•

Adapt their product to fit with tender requirements even if
these have been designed to exclude an industry-linked system.

•

Continue using its existing third parties and create new ones to
promote its digital track and trace system.

Identifying the industry’s latest front groups, spokespeople,
linked companies or coalitions will therefore become increasingly
difficult.

What can governments do?
On Track and Trace:
1.

Governments must ensure that their implementation of the
ITP, including a track and trace system, is fully in line with
Article 5.3 of the FCTC and the requirement within the ITP
that obligations assigned to a party “shall not be performed
by or delegated to the tobacco industry.”1 This requires
governments to reject any track and trace system based on
Codentify or intellectual property currently or previously
owned by one of the major tobacco companies.3 To this end
parties should:
a.

reject any partnerships with, and funding, training or
other input from the tobacco industry and those working
with it in relation to track and trace systems and illicit
trade policy more generally.

b.

require full transparency when tendering, contracting
and implementing track and trace systems. Parties
should specifically:
i.

ii.
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require full disclosure of conflicts of interest
from all involved organizations including those
responding to tenders and involved in all elements
of supply, installation and delivery. This includes
data storage providers, unique identifier providers,
suppliers of anti-tampering devices and those
auditing the system.
insist that this disclosure covers details of (i) links
to tobacco companies, Digital Coding and Tracking
Association, and Inexto, (ii) any role they may

2.

Governments must ensure that they or their designated
competent authority maintain direct control of their
track and trace system via their contractual relationships
and governance model. This includes direct contractual
control over any service providers, including rights with
such contracts in relation to service levels and remedies
to be applied if the system is compromised or the service
provider has been found to have not performed adequately,
to be negligent, or to have been colluding with the tobacco
industry. Detailed guidance for parties on how to develop an
independent and effective track and trace system consistent
with ITP is available through the Framework Convention
Alliance ITP Guidebook available here.

3.

Governments should also aim to include the following
important technical elements in their track and trace systems:
a.

Utilization, where possible, of generally accepted
international standards pertinent to secure track and
trace.*

b.

Independently sourced solution components such as
unique identifiers which distinguish products from each
other (e.g. barcodes), security features which determine
if a product is genuine (e.g. holograms, microprints,
molecular tags), anti-tampering devices that establish
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security of the system within the manufacturing
environment (e.g. cameras, seals, counters) and
authentication devices (e.g. specialized readers,
mobile phone applications etc.) that allow competent
authorities to verify the authenticity of the unique
identifiers and security features.
c.

4.

5.

Security features designed to deter counterfeiting/
imitation, similar to those used for tax stamps,
passports and banknotes, which are subject to rigorous
manufacturing and supply chain controls.

Governments should not take the European Union system as
an example of good practice given the evidence of industry
influence on its development,33 the fact that longstanding
tobacco industry solution providers have been approved to
implement the system, and the concern that it hands core
responsibilities to the industry which may** breach the
independence requirements of the ITP.33,74
Parties, in particular small countries, should consider
cooperating as regional groups during the tendering process,
possibly via regional economic integration organizations. This
would enable them to pool resources and to improve their
negotiating position and might help reduce the chances of
the tobacco industry capturing the system.

•

Growing evidence indicates the tobacco industry remains
involved in tobacco smuggling and therefore has a vested
interest in influencing any track and trace system aimed at
monitoring and controlling its supply in order to avoid scrutiny
and minimize its excise payments.

•

The tobacco industry’s attempts to influence tracking and
tracing systems have become increasingly underhanded,
with a focus on using third parties with undisclosed links to
the industry to influence tracking and tracing procurement
processes and policy measures.

•

No government should implement a track and trace system
linked in any shape or form to the tobacco industry or those
operating on its behalf. This includes systems based on
intellectual property currently or previously owned by a
tobacco company. For this reason, suppliers responding to track
and trace tenders should be closely investigated for links to the
tobacco industry and rejected if these are found.

•

Governments must ensure they maintain full control over any
track and trace system including direct contractual control over
any service providers (i.e., contracts should be between service
providers and governments or government authorities, rather
than between service providers and the tobacco industry).

On the ITP more generally:
6.

Parties should remember they have until 2023 to have their
track and trace systems operational. Countries worried about
tobacco industry interference should therefore come to the
second meeting of the parties (MOP2) and ask for help, rather
than sign up with a system the industry might control.

7.

Parties must remember that while track and trace is a crucial
element in the fight against illicit trade, it is not a silver
bullet. The ITP also highlights the importance of effective
law enforcement and border controls and these will also
be essential to the effective operation of a track and trace
system. Investing in these areas prior to track and trace
implementation would therefore be sensible. As noted in
recommendation 1 above, ensuring independence from the
tobacco industry in all areas is essential.

*For example: ISO 12931:2012 (which details a
process to identify appropriate security features
for various circumstances), ISO 22382:2018
(which provides guidance in relation to the
implementation of tax stamps and track and
trace programs for excisable goods) and ISO/IEC
15459-1&4:2014 (which pertain to the generation

8.

Parties to the ITP should work with the Framework Convention
Secretariat to establish working relationships with relevant
intergovernmental organizations (including World Customs
Organization, United Nations Office on Drugs and Crime,
and Interpol) that have role to play in this area. It is vital
however, given the tobacco industry’s attempts to co-opt such
organizations, that Article 5.3 is respected in operationalizing
those relationships.
Key Takeaways
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of unique identifiers and aggregation between
various packaging units such as packs, cartons etc.)
**Details of the debate between the Framework
Convention Alliance and the European
Commission on this issue are available here:
https://www.fctc.org/update-re-fcas-policy-briefwhy-the-eu-tracking-and-tracing-system-worksonly-for-the-eu
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Learn more at www.exposetobacco.org/react
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Research Group at the University of Bath.

expose
tobacco
.org

11

Protecting Your Country’s Tobacco Track and
Trace System From the Tobacco Industry

REFERENCES
[1] World Health Organization. Protocol to Eliminate Illicit
Trade in Tobacco Products. 2013. Available: www.who.
int/fctc/protocol/illicit_trade/protocol-publication/en
(accessed 21 Jan 2018).

[14] Beltrame J, Fairclough G. Canada sues R.J. Reynolds
Tobacco for $1 billion, Alleges smuggling plot. 22 Dec 1999.
Available: www.wsj.com/articles/SB94579377624800941
(accessed 06 Nov 2017).

[2] Evans-Reeves K, Rowell A. Tobacco industry rallies
against illicit trade - but have we forgotten its complicity?
2015. Available: theconversation.com/tobacco-industryrallies-against-illicit-trade-but-have-we-forgotten-itscomplicity-38760 (accessed 23 April 2015).

[15] CBC News. Tobacco firms to pay $550M over
smuggling. 14 Apr 2010. Available: www.cbc.ca/
news/canada/tobacco-firms-to-pay-550m-oversmuggling-1.902510 (accessed 25 Jul 2017).

[3] Gilmore AG, Gallagher, A.W.A., Rowell, A. Tobacco
industry’s elaborate attempts to control a global track and
trace system and fundamentally undermine the Illicit Trade
Protocol. Tobacco Control 2019;28:127-140.
[4] Gallagher AWA, Evans-Reeves KA, Hatchard JL,
et al. Tobacco industry data on illicit tobacco trade: a
systematic review of existing assessments. Tobacco
Control 2018:tobaccocontrol-2018-054295. doi:10.1136/
tobaccocontrol-2018-054295.
[5] Gilmore AB, Rowell A. The Tobacco industry’s latest
scam: How Big Tobacco is still facilitating tobacco
smuggling, while also attempting to control a global
system designed to prevent it. 19 June 2018. Available:
blogs.bmj.com/tc/2018/06/19/the-tobacco-industryslatest-scam-how-big-tobacco-is-still-facilitating-tobaccosmuggling-while-also-attempting-to-control-a-globalsystem-designed-to-prevent-it/ (accessed 01/09/2019).
[6] Joossens L, Gilmore AB. The transnational
tobacco companies’ strategy to promote Codentify,
their inadequate tracking and tracing standard.
Tobacco Control 2014;23(E1):E3-E6. doi:10.1136/
tobaccocontrol-2012-050796.
[7] International Anti-Corruption Academy (IACA). Philip
Morris International Contributes 55,000 EUR. 2013.
Available: www.iaca.int/245-philip-morris-internationalcontributes-55-000-eur (accessed 01 October 2014).
[8] Tobacco Control Research Group. Will O’Reilly.
TobaccoTactics.org: University of Bath. Last modified:
27 Feb 2017. Available: tobaccotactics.org/index.php/
Will_O%E2%80%99Reilly (accessed 07 Nov 2017).
[9] Joossens L, Raw M. Cigarette smuggling in Europe:
who really benefits? Tobacco Control 1998;7(1):66-71.
doi:10.1136/tc.7.1.66.
[10] Nakkash R, Lee K. Smuggling as the “key to a combined
market”: British American Tobacco in Lebanon. Tobacco
Control 2008;17:324-331.
[11] Collin J, LeGresley E, MacKenzie R, et al. Complicity
in contraband: British American Tobacco and cigarette
smuggling in Asia. Tobacco Control 2004;13:104-111.
doi:10.1136/tc.2004.009357.
[12] Action on Smoking and Health. Racketeering legal
action (RICO) against tobacco companies for smuggling
2002. Available: web.archive.org/web/20130616050249/
http://www.ash.org.uk/files/documents/ASH_578.pdf
(accessed 01 September 2019).
[13] OLAF. Tobacco smuggling. 2018. Available: ec.europa.
eu/anti-fraud/investigations/eu-revenue/cigarette_
smuggling_en (accessed 01 September 2019 2019).

expose
tobacco
.org

[16] Dowd A. Firms settle Canadian cigarette
smuggling case. 13 April 2010. Available: www.
reuters.com/article/canada-us-rjreynolds-settlementidCATRE63C3WC20100413 (accessed 04 October 2019).
[17] Committee of Public Accounts. Third Report: Tobacco
Smuggling. HC 143. 2003.
[18] Gallagher A, Gilmore, A. . Big Tobacco is consistently
overstating black market in cigarettes - new findings. 23
August 2018. Available: theconversation.com/big-tobaccois-consistently-overstating-black-market-in-cigarettes-newfindings-101931 (accessed 3 March 2019).
[19] Gilmore AB, Fooks G, Drope J, et al. Exposing and
addressing tobacco industry conduct in low-income and
middle-income countries. The Lancet 2015;385(9972):10291043. doi:10.1016/S0140-6736(15)60312-9.
[20] IARC. IARC Handbooks of Cancer Prevention: Tobacco
Control. Volume 14. Effectiveness of Price and Tax Policies
for Control of Tobacco. Lyon, France: International Agency
for Research on Cancer, 2011.
[21] World Bank Group. Confronting Illicit Tobacco
Trade: A Global Review of Country Experiences. January
2019,. Available: documents.worldbank.org/curated/
en/677451548260528135/pdf/133959-REPL-PUBLIC-62-2019-19-59-24-WBGTobaccoIllicitTradeFINALvweb.pdf
(accessed 28 May 2019).
[22] Chaloupka FJ, Cummings KM, Morley C, et al. Tax,
price and cigarette smoking: evidence from the tobacco
documents and implications for tobacco company
marketing strategies. Tob Control 2002;11(suppl 1):i62-i72.
doi:10.1136/tc.11.suppl_1.i62.
[23] National Cancer Institute WHO. The Economics of
Tobacco and Tobacco Control. 2016.
[24] Campbell D. Smuggled tobacco is a source of illhealth on the cheap. 10 February 2010. Available: www.
theguardian.com/society/2010/feb/10/illegal-tobaccohealth-smuggling-liverpool (accessed 04 October 2019).
[25] Illicit Tobacco Partnership. What is illegal tobacco?
undated. Available: www.illicit-tobacco.co.uk/problem/
illicit-tobacco (accessed 04 October 2019 2019).
[26] Tobacco Control Research Group. Smuggling. Last
modified: 10 May 2013. Available: tobaccotactics.org/index.
php/Tobacco_Smuggling (accessed 21 January 2015).
[27] Lavrov V. Ukraine’s ‘Lost’ Cigarettes Flood Europe: Big
tobacco’s overproduction fuels $2 billion black market. 30
May 2009. Available: www.icij.org/investigations/tobaccounderground/ukraines-lost-cigarettes-flood-europe/
(accessed 06 Nov 2017).

[28] BBC News. HMRC fines cigarette maker for
oversupplying Belgium. 13 Nov 2014. Available: www.bbc.
co.uk/news/business-30038328 (accessed 5 Jan 2017).
[29] Iglesias RM, Gomis B, Carrillo Botero N, et al. From
transit hub to major supplier of illicit cigarettes to
Argentina and Brazil: the changing role of domestic
production and transnational tobacco companies
in Paraguay between 1960 and 2003. Global Health
2018;14(1):111. doi:10.1186/s12992-018-0413-2.
[30] Gomis B, Lee K, Carrillo Botero N, et al. “We think
globally”: the rise of Paraguay’s Tabacalera del Este
as a threat to global tobacco control. Global Health
2018;14(1):110. doi:10.1186/s12992-018-0412-3.
[31] Public Accounts Committee. HM Revenue & Customs:
Progress in tackling tobacco smuggling: summary. 10 Oct
2013. Available: publications.parliament.uk/pa/cm201314/
cmselect/cmpubacc/297/29703.htm (accessed 1 Jan 2017).
[32] Holland J, Jovanovic B, Dojcinovic S. Big trouble at Big
Tobacco. 2011. Available:http://www.reportingproject.net/
troubles_with_big_tobacco (accessed 18 Nov 2011).
[33] Gallagher AWA, Gilmore AB, Eads M. Tracking
and tracing the tobacco industry: potential tobacco
industry influence over the EU’s system for tobacco
traceability and security features. Tobacco Control
2019:tobaccocontrol-2019-055094. doi:10.1136/
tobaccocontrol-2019-055094.
[34] Crosbie E, Bialous S, Glantz SA. Memoranda
of understanding: a tobacco industry strategy to
undermine illicit tobacco trade policies. Tobacco Control
2019:tobaccocontrol-2018-054668. doi:10.1136/
tobaccocontrol-2018-054668.
[35] Branston JR, Gilmore AB. The failure of the UK to tax
adequately tobacco company profits. Journal of Public
Health 2019. doi:10.1093/pubmed/fdz004.
[36] British American Tobacco. Illegal tobacco trade: a
growing black market. n/a. Available: www.bat.com/
theman# (accessed 17 October 2016).
[37] Japan Tobacco International. Tracing Back the Source
of Illegal Tobacco. undated. Available: web.archive.org/
save/https://www.jti.com/our-views/tracing-back-sourceillegal-tobacco (accessed 01 September 2019).
[38] Ross H, Vellios N, Clegg Smith K, et al. A closer look at
‘Cheap White’ cigarettes. Tobacco Control 2016;25(5):527531. doi:10.1136/tobaccocontrol-2015-052540.
[39] European Parliament D-GfIP. WORKSHOP
Cigarette Smuggling, Briefing Papers. 2014. Available:
www.europarl.europa.eu/document/activities/
cont/201401/20140116ATT77675/20140116ATT77675EN.
pdf (accessed 02 September 2019).
[40] Evans-Reeves K, Hatchard J, Rowell A, et al. The illicit
tobacco trade is ‘booming’: UK newspaper coverage of data
fundings by Transnational Tobacco Companies. Tobacco
Control. In press.
[41] Gilmore AB. Towards a greater understanding of the
illicit tobacco trade in Europe: a review of the PMI funded
‘Project Star’ report. Tob Control 2014;23(e1):e51-61.
doi:10.1136/tobaccocontrol-2013-051397.

12

Protecting Your Country’s Tobacco Track and
Trace System From the Tobacco Industry

[42] Quit Victoria, Cancer Council Victoria. Illicit trade of
tobacco in Australia. A report prepared by Deloitte for
British American Tobacco Australia Limited, Philip Morris
Limited and Imperial Tobacco Australia Limited: A critique
prepared by Quit Victoria. May 2012. Available: www.
cancervic.org.au/downloads/plainfacts/CritiqueDeloitte_
May_2012_Update_.pdf (accessed 06 Nov 2017).
[43] PriceWaterhouseCoopers. Australia’s illegal
tobacco market - counting the cost of Australia’s black
market. 2010. Available: www.tobaccotactics.org/
images/0/09/100201_-_Price_Waterhouse_Cooper%27s_-_
pwc_report.pdf (accessed 06 Nov 2017).
[44] Rowell A, Evans-Reeves K, Gilmore AB.
Tobacco industry manipulation of data on and
press coverage of the illicit tobacco trade in the
UK. Tobacco Control 2014;23:e35-e43. doi:10.1136/
tobaccocontrol-2013-051397.
[45] Imperial Tobacco Canada. CORA AIT Strategy: Raising
Public Awareness & Demanding Government Action.
Aug 2012.
[46] British American Tobacco (Holdings) Limited. Illicit
Trade: examining the problem and advocating solutions.
February 2010.
[47] Tobacco Control Research Group. PMI IMPACT.
TobaccoTactics.org:University of Bath. Last modified:
26 Oct 2017. Available: www.tobaccotactics.org/index.
php?title=PMI_IMPACT (accessed 06 Nov 2017).
[48] Fooks G, Peeters S, Evans-Reeves K. Illicit trade,
tobacco industry-funded studies and policy influence in the
EU and UK. Tobacco Control 2014;23:81-83.
[49] Quit Victoria, Victoria Cancer Council. Analysis of
KPMG LLP report on use of illict tobacco in Australia.
Victoria: Quit Victoria, Cancer Council. 11 November 2013,
updated March 2014.
[50] South East Asia Tobacco Control Alliance. Asia-11 Illicit
Tobacco Indicator 2012. More myth than fact. A critque by
SEATCA. Jun 2014. Available: seatca.org/dmdocuments/
ITIC%20report_More%20Myth%20than%20Fact_2%20
July%202014.pdf (accessed 01 Oct 2014).
[51] South East Asia Tobacco Control Alliance. Failed: A
Critique of the ITIC/OE Asia-14 Illicit Tobacco Indicator
2013. 20 May 2015. Available: seatca.org/dmdocuments/
Asia%2014%20Critique_Final_20May2015.pdf (accessed
07 Nov 2017).
[52] Philip Morris International. Sustainability Report
2018. 2018. Available: www.pmi.com/resources/docs/
default-source/pmi-sustainability/pmi-sustainabilityreport-2018-low-res.pdf?sfvrsn=cada91b5_4 (accessed 02
September 2019).
[53] Williams C. Councils urged to reject tobacco industry
money. 3 September 2014. Available:https://web.archive.
org/web/20140908134955/http://www.ehn-online.com/
news/article.aspx?id=12474 (accessed 11 March 2019).
[54] Van Loggerenberg JV. Tobacco Wars: Inside the spy
games and dirty tricks of southern africa’s cigarette trade.
Cape Town: Tafelberg. 2019.

expose
tobacco
.org

[55] Tobacco Control Research Group. Interpol.
tobaccoTactics.org. Last Modified: 10 July 2018. Available:
tobaccotactics.org/index.php?title=INTERPOL (accessed
02 September 2019).
[56] Financial Times Live. Combatting Illicit Trade: Progress,
Challenges and Collaborative Solutions. 27-28 Oct 2017.
Available: live.ft.com/Events/2017/Combating-Illicit-Trade
(accessed 23 Nov 2017).
[57] Tobacco Control Research Group. TRACIT.
Tobaccotactics.org. Last modified: 25 October 2019.
Available: www.tobaccotactics.org/index.php?title=TRACIT
(accessed 25 October 2019).
[58] (UNCTAD) UNcoTaD. Dialogue on Illicit Trade
and the Sustainable Development Goals. undated.
Available: unctad.org/en/Pages/MeetingDetails.
aspx?meetingid=2182 (accessed 25 October 2019).
[59] Tobacco Control Research Group. Tobacco Industry
Arguments Against Taxation. TobaccoTactics.org. Last
modified: 30 May 2012. Available: www.tobaccotactics.
org/index.php/Tobacco_Industry_Arguments_Against_
Taxation (accessed 02 September 2019).
[60] Smith KE, Savell E, Gilmore AB. What is known
about tobacco industry efforts to influence tobacco
tax? A systematic review of empirical studies.
Tobacco Control 2013;22(2):144-153. doi:10.1136/
tobaccocontrol-2011-050098.
[61] Ulucanlar S, Fooks GJ, Gilmore AB. The Policy
Dystopia Model: An Interpretive Analysis of Tobacco
Industry Political Activity. PLoS Med 2016;13(9):e1002125.
doi:10.1371/journal.pmed.1002125.

[69] Operational Management Committee + Inexto.
Conference call 7 November, 2017: Agenda & Notes 7
November 2017.
[70] Operational Management Committee + Inexto.
Conference call 2 October, 2017: Agenda & Notes 2
October 2017.
[71] Tobacco Control Research Group. Kenya- BAT’s Tactics
to Influence Track and Trace Tender. TobaccoTactics.
org. Last modified: 19 July 2018. Available: www.
tobaccotactics.org/index.php?title=Kenya-_BAT%27s_
Tactics_to_Influence_Track_and_Trace_Tender (accessed
02 September 2019).
[72] Paraje G, Gallagher AWA. Personal correspondence
with Guillermo Paraje. 11 July 2019.
[73] South African Revenue Service. Non-Compulsory
Briefing Session Attendance Register For Prospective
Bidders Rfp 01-2019 Provision Of A Production
Management And Track And Trace Solution For Cigarettes.
10 May 2019. Available: www.sars.gov.za/AllDocs/
Embargo/Tenders/SARS-Tend-RFP01-2019-05%20-%20
Attendance%20register.pdf (accessed 04 October 2019).
[74] Framework Convention Alliance. Why the EU
tracking and tracing system works only for the EU.
August 2019. Available: www.fctc.org/wp-content/
uploads/2019/07/FCA-Policy-Briefing_Why-the-EUtracking-and-tracing-systems-works-only-for-the-EU.pdf
(accessed 28 August 2019).

[62] Joossens L, Merriman D, Ross H, et al. How
Eliminating the Global Illicit Cigarette Trade Would
Increase Tax Revenue and Save Lives. Paris 2009.
[63] Joossens L. Traceability: the tobacco industry is
part of the problem, not the solution. Tobacco Control
2019;28(2):121. doi:10.1136/tobaccocontrol-2018-054352.
[64] Tobacco Control Research Group. Codentify.
TobaccoTactics.org. Last modified: 06 Sep 2017. Available:
www.tobaccotactics.org/index.php?title=Codentify
(accessed 23 Nov 2017).
[65] Ross H, Eads M, Yates M. Why governments cannot
afford Codentify to support their track and trace solutions.
Tobacco Control 2018.
[66] Gilmore AG G, A.W.A., Rowell, A,. Appendix 1:
Countries that have used Codentify. 2018. Available:
tobaccocontrol.bmj.com/content/tobaccocontrol/
early/2018/06/13/tobaccocontrol-2017-054191/
DC1/embed/inline-supplementary-material-1.
pdf?download=true (accessed 2 April 2019).
[67] Tobacco Control Research Group. Digital Coding
& Tracking Association (DCTA). TobaccoTactics.org.
Last modified: 19 July 2018. Available: tobaccotactics.
org/index.php?title=Digital_Coding_%26_Tracking_
Association_(DCTA) (accessed 8 May 2019).
[68] Teffer P. Big Tobacco suspected of dodging EU antismuggling rules. 21 Jun 2016. Available: euobserver.com/
economic/133899 (accessed 07 Nov 2017).

13

